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Part 1:

Basics on TFHE scheme




TFHE: the building blocks
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PBS performance degrades with the size of the input
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Part 2:

Circuit compilation
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l Using TFHE basic operations, how do we compute f homomorphically? l




Naive version
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Impractical when the size of the message space p gets too large




A better version using chunks




A better version using chunks

O LO 4-.. 3n.. 2n.. 1n.. On..
TS EETEE
A A A A A A A




Given a function f, how to compile the most efficient circuit possible in
the homomorphic domain?




Reduction of the problem to one single output chunk:




This question is already studied in the CHES community, but targeting different
metrics.

An usual goal is to minimize the number of AND gates.




This question is already studied in the CHES community, but targeting different
metrics.

Instead, we want to minimize the number of (ess !




Part 3:

Our technique




The Dream Scenario

Only linear computation | NO PBS REQUIRED !




The Dream Scenario

l In this case, how would we compute 3 from the definition of f? l




This was linear algebra all along

l We start from the truth table of f ]
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l We start from the truth table of f l




This was linear algebra all along




This was linear algebra all along

p  is pre-computed from f with Gaussian elimination.

| The inverted matrix can be re-used for any f of same size




This was linear algebra all along
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Problem: in practice n < s™. So the rank of the matrix is not sufficient to
find a solution.




This was linear algebra all along
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| We extend the matrix with synthetic variables!




How to generate the synthetic variables?




How to generate the synthetic variables?

First idea: we sample random functions ¢, , ;, ..., Pgn.
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How to generate the synthetic variables?

First idea: we sample random functions ¢, , ;, ..., Pgn.

CEn—l—l — ‘pn—l—l (CEl? *e xn)

Lpro = Ppi2 (3717 “eey $n+1)

Lgn = Pgn (331, A C1337"'—1)

This costs one per function. Not efficient in practice.




Second idea: we use multiplication to use fewer [ess
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A ciphertext-ciphertext product takes two PBS:
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Second idea: we use multiplication to use fewer [ ess :

A ciphertext-ciphertext product takes two PBS:
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Second idea: we use multiplication to use fewer [ ess :

A ciphertext-ciphertext product takes two PBS:

G = (e x 2

Construction of basis: Products:
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Smaller by a factor v




Full formula:

Bounds on the parameters (necessary to get a full-rank matrix)

s"<(t+1)(n+A)




Ring vs Field

We need to work in a field for Gauss elimination to work!
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Embedding

We embed Z, into I, (with s < p)




Ring vs Field

We need to work in a field for Gauss elimination to work!

Embedding

We embed Z, into I, (with s < p)

This enable further optimizations, because the space of solutions for
increases.




Generalization to several outputs

Naive method
Each output can be processed independently




Generalization to several outputs

Naive method
Each output can be processed independently

A better idea

Output n + 1 can re-use the basis of Output n, thus reducing the number
of PBS at each step.




Part 4:

Experimental Results
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Conclusion



Conclusion

Improvement of TFHE homomorphic function evaluation at medium to large
precision

Conceptually simple, only basic building blocks used

The heavy pre-computation can be re-used on any LUT of same size.




Conclusion

Improvement of TFHE homomorphic function evaluation at medium to large
precision

Conceptually simple, only basic building blocks used

The heavy pre-computation can be re-used on any LUT of same size.

Thank you!
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